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Prototyping a Multi-Bearer Gateway for Industrial Telemetry Transmission

Abstract:

The transition towards Industry 4.0 is increasing demand for operational data from

older generations of manufacturing equipment, yet many deployed machines expose only

heterogeneous low-level signals or proprietary interfaces. This thesis examines whether a

compact, limited-complexity multi-bearer telemetry gateway can provide practically useful

telemetry for such equipment without per-machine hardware redesign.

The work develops and evaluates a microcontroller-based telemetry gateway for legacy

manufacturing equipment. The prototype integrates three hybrid industrial sensor ports, a

configurable sensor runtime, persistent data buffering, Ethernet, Wi-Fi, and LTE-M backhaul,

and an RS-232 interface. Its hardware and firmware scope is kept deliberately narrow, avoiding

both machine-specific instrumentation and a heavier general-purpose gateway. The evaluated

signal set includes 0–10 V and 0–20 mA analog inputs at 1 kHz, 24 V digital inputs at 1 kHz,

and aggregate pulse counting up to approximately 10 kHz.

The results support calibrated voltage and current acquisition within the limits given by the

industrial partner. All three communication paths were sufficient for the low-frequency telemetry

targeted in this work. Aweekly backlog of such buffered telemetry was replayed in approximately

10 min after controlled network interruptions. This shows practical backlog recovery for the

low-frequency reporting loads exercised in this work. RS-232 communication was verified

in controlled laboratory and machine-side tests. These findings support the proposed gateway

architecture for the intended retrofit use case. The main remaining work is tighter characterization

of the signal path, especially near the pulse-counting limit, together with broader electrical and

interface qualification.

Keywords: Industrial IoT, telemetry, data acquisition, sensor gateway, wireless communication

CERCS: T120 Systems engineering, computer technology; T170 Electronics
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Tööstusliku telemeetria edastuseks mõeldud mitme sidekanaliga lüüsi

prototüüpimine

Lühikokkuvõte:

Tööstus 4.0 suunas toimuv areng suurendab vajadust vanema põlvkonna tootmisseadmetest

pärinevate käitusandmete järele, kuid paljud kasutusel olevad masinad pakuvad vaid

heterogeenseid madaltaseme signaale või tootjaspetsiifilisi liideseid. Käesolevas lõputöös

uuritakse, kas kompaktne ja keerukuselt piiratud mitme sidekanaliga telemeetrialüüs suudab

pakkuda sellistele seadmetele praktiliselt kasutatavat telemeetriat ilma masinapõhise riistvara

ümberprojekteerimiseta.

Töös arendatakse ja hinnatakse mikrokontrolleripõhist telemeetria prototüüpi valitud

pärandsüsteemide kasutusjuhu jaoks. Prototüüp koondab kolme hübriidset tööstuslikku

andurisisendit, paindliku anduripüsivara, andmete püsiva puhverdamise, Etherneti, Wi-Fi ja

LTE-M side ning RS-232 liidese. Riist- ja tarkvara ulatus hoitakse teadlikult kitsana, vältides nii

masinapõhist mõõtelahendust kui ka raskemat üldotstarbelist lüüsi. Hinnatud signaalide hulka

kuuluvad 0–10 V ja 0–20 mA analoogsisendid sagedusel 1 kHz, 24 V digitaalsisendid sagedusel

1 kHz ning impulsside summaarne loendamine kuni 10 kHz.

Tulemused toetavad kalibreeritud pinge- ja voolusignaalide andmehõivet tööstuspartneriga

kokkulepitud piirides. Kõik kolm sidekanalit olid töös eesmärgistatud madalsagedusliku

telemeetria jaoks piisavad. Sellise puhverdatud telemeetria nädalane andmemaht edastati

pärast kontrollitud võrgukatkestusi ligikaudu 10 min jooksul. See näitab puhverdatud andmete

praktilist järelülekannet töös hinnatud madalsagedusliku telemeetria koormuste korral. RS-232

side sai kinnitust kontrollitud labori- ja masinapoolsetes katsetes. Need tulemused toetavad

pakutud lüüsiarhitektuuri sobivust valitud pärandsüsteemide kasutusjuhu jaoks. Edasine töö

peaks keskenduma signaaliahela täpsemale iseloomustamisele, eriti impulsside loendamise

piirkäitumise juures, ning laiemale elektrilisele ja liidestepõhisele kvalifitseerimisele.

Võtmesõnad: Tööstuslik IoT, telemeetria, andmehõive, andurilüüs, traadita side

CERCS: T120 Süsteemitehnoloogia, arvutitehnoloogia; T170 Elektroonika
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Use of AI Tools

During the preparation of this thesis, large language models Google Gemini 3.1 Pro1 and

ChatGPT-5.42 were employed to assist with initial drafting. The author subsequently reviewed

and revised the generated text, retaining full responsibility for the technical accuracy and

academic integrity of the final thesis.

1 https://gemini.google.com/
2 https://chat.openai.com/
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Abbreviations

The list below collects recurring abbreviations and interface names used in the main text.

ADC Analog-to-digital converter used to transform sensor voltages into digital samples for

firmware processing.

BSP Board support package providing startup code, peripheral drivers, and other low-level

platform integration for a specific hardware target.

HTTP Hypertext Transfer Protocol used for application-layer data exchange between networked

systems.

I2C Inter-Integrated Circuit, a synchronous two-wire serial bus for low-speed peripheral

communication.

IoT Internet of Things, meaning network-connected devices that sense, process, and exchange

data with other systems.

LTE-M Long Term Evolution for Machines, a cellular profile intended for low-data-rate

telemetry and other machine communication.

MAC Media access control sublayer; in this thesis the term usually refers to the MCU’s

integrated Ethernet controller block.

MCU Microcontroller unit, meaning the compact embedded processing platform that combines

a processor, memory, and peripherals on one device.

OEE Overall Equipment Effectiveness, a production metric hierarchy used to evaluate how

effectively manufacturing equipment is utilized.

OTA Over-the-air update method in which a firmware image is transferred through a

communication link and activated on the device.

PCB Printed circuit board that mechanically supports and electrically interconnects the

electronic components.

PHY Physical-layer transceiver implementing the electrical interface between an Ethernet MAC

and the network medium.

PKI Public key infrastructure used to manage certificates, keys, and device authentication.
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PLC Programmable logic controller commonly used for industrial machine control and

automation.

PWM Pulse-width modulation control method that varies the duty cycle of a digital signal to

produce an adjustable average output level.

RAM Random access memory used as volatile working memory while the device is powered.

RMII Reduced Media Independent Interface, a pin-efficient digital interface between an

Ethernet MAC and an external Ethernet PHY.

RS-232 Serial communication standard with defined signal voltages, still encountered on

industrial equipment.

RTC Real-time clock that keeps track of current time and date independently of the main

runtime.

SPI Serial Peripheral Interface used for short-distance synchronous communication in embedded

systems.

UART Universal Asynchronous Receiver-Transmitter used to translate data between parallel

and asynchronous serial forms.

11



1 Introduction

Industry 4.0 is commonly framed around production systems that integrate physical equipment

with networked computation and data-driven decision support, which increases the need for

operational data from machines [1, 2]. Such data supports performance assessment, including

Overall Equipment Effectiveness (OEE) analysis [3], and maintenance-oriented analytics such

as predictive-maintenance workflows [4]. In brownfield manufacturing environments, many

deployed machines still expose only limited electrical signals or proprietary interfaces [5, 6].

Retrofit projects therefore face significant integration effort and adoption risk in addition to the

sensing problem itself [6, 7]. These conditions motivate external sensing and communications

layers instead of machine replacement or machine-specific re-architecting [6, 8].

This thesis therefore evaluates a compact telemetry gateway for retrofit telemetry acquisition

on manufacturing equipment. The design is positioned between a machine-specific one-off

sensing solution and a heavier general-purpose gateway whose complexity is not justified by the

present use case. Compactness, limited hardware complexity, and deployment flexibility are

therefore treated as adoption constraints rather than as standalone feature claims. The resulting

architecture is judged against an explicit requirement sequence that distinguishes supported,

partial, and untested claims.

The remainder of the thesis is organized as follows:

Chapter 2 Positions the retrofit problem in the literature and compares relevant solution classes.

Chapter 3 Turns that problem into design constraints, accepted trade-offs, and evaluation logic.

Chapter 4 Records the resulting architecture.

Chapter 5 Evaluates the prototype against the requirement sequence.

Chapter 6 Interprets what the results mean for the architectural claim.

Chapter 7 Closes with the conclusion and main future-work priorities.

1.1 Problem Statement

The work was commissioned by and conducted in collaboration with GlobalReader OÜ. The

commissioned task was to define the hardware and firmware baseline for a generic telemetry

device that could be adapted to manufacturing equipment with heterogeneous signal interfaces.

That task became a focused retrofit study with prototype-level evaluation.
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The engineering problem is to define one gateway architecture that can cover common brownfield

signal profiles without collapsing into either machine-specific redesign or an unnecessarily

complex universal platform. The design brief therefore emphasized bounded implementation

complexity, support for common industrial input classes, and communication options for different

deployment environments. The evaluated prototype covers analog voltage and current acquisition,

threshold-based 24 V digital inputs, aggregate pulse counting near 10 kHz, Ethernet, Wi-Fi, and

LTE-M backhaul, and an RS-232 interface for machine-to-machine communication handled in

software.

The central question is whether a bounded hardware and firmware architecture can realize a

reusable multi-bearer telemetry gateway for practical retrofit telemetry on industrial equipment

without per-machine redesign. A second part of the question concerns which trade-offs make

that architecture defensible within the intended retrofit context.

Three contributions follow from that framing. First, the partner brief and the retrofit problem

are turned into an explicit six-item requirement sequence that separates supported, partial,

and untested claims. Second, the resulting limited-complexity gateway architecture combines

configurable sensor ports, multi-bearer backhaul, buffered recovery, and an RS-232 interface

handled in software. Third, controlled laboratory and deployment evidence is used to judge that

architecture against the stated prototype requirements.

1.2 Project Goals and Requirements

The prototype is intended as a constrained retrofit architecture for reusable telemetry across

several common machine-side signal classes without per-machine hardware redesign. The

system must remain compact enough for brownfield deployment while still supporting multiple

communication bearers through the same telemetry runtime. This device must also be resilient

against network interruptions to provide operating continuity. Firmware OTA update support

remains part of the implementation architecture for achieving long-term maintainability targets,

but it is not a primary evaluation target.

Table 1.1 lists the six requirement items against which the prototype is evaluated. Each

requirement is later interpreted against one of four outcome categories: met, partially met,

not tested, or not achieved.

Together, REQ-1 through REQ-6 define the sensing path, telemetry delivery and recovery,

supply-path compatibility, and RS-232 integration.
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Table 1.1. Requirement sequence connecting the design rationale to the evaluation.

ID Requirement focus Primary realization Primary evidence

REQ-1 Reusable configurable sensor ports shall support

practical analog voltage measurement, ground-

referenced current-loop receiver measurement, and

threshold-based 24 V digital acquisition for common

brownfield signal classes.

Chapters 3 and 4 Section 5.1

REQ-2 The same configurable sensor-port architecture and

firmware runtime shall support aggregate pulse

counting up to approximately 10 kHz within the

common telemetry architecture.

Chapter 4 Section 5.1

REQ-3 A configuration-driven telemetry path shall provide

usable backhaul across the implemented Ethernet, Wi-

Fi, and LTE-M bearer set.

Chapters 3, 4 Sections 5.2, 5.4

REQ-4 The runtime shall preserve practical telemetry

continuity across network interruption through

buffered telemetry recovery.

Chapter 4 Section 5.4

REQ-5 The implemented communication modes shall remain

compatible with the available 24 V input supply

envelope under representative operating states.

Chapters 3, 4 Section 5.3

REQ-6 The RS-232 interface shall support software-defined

serial communication through the common telemetry

runtime.

Chapter 4 Section 5.4
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The numerical acceptance limits used for REQ-1 and REQ-2 follow project guidelines provided

by the industrial partner rather than external certification thresholds. For REQ-1, the adopted

partner guideline corresponds to a uniform bound of approximately 0.5% of full scale over the

nominal 0–10 V, 0–24 V, and 0–20mA ranges: ±50mV,±120mV, and±0.1mA, respectively.

This keeps the requirement aligned with practical telemetry rather than instrumentation-grade

metrology. For REQ-2, the 10 kHz figure is used as the partner-provided upper pulse-counting

target for the same sensor-port architecture and firmware runtime, not as a precision timing

specification.
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2 Background

Brownfield retrofitting remains relevant because much industrial value still sits in equipment

that companies, especially SMEs, cannot simply replace with new Industry 4.0-ready machinery

[6, 9]. Trunzer et al. note that, in such environments, manual acquisition from closed proprietary

systems is often the only practical route to existing machine data [5]. Later retrofit literature

describes the same obstacle more broadly as heterogeneity of protocols, operating systems, and

signal-conditioning requirements, which turns telemetry extraction into an integration problem

as much as a sensing problem [8, 10, 11].

Machine telemetry matters because it supports performance interpretation, fault localization,

and maintenance-oriented analysis, including OEE-related loss analysis [3] and predictive-

maintenance workflows [4]. Following Gershwin’s manufacturing-systems model, poor

observability at one workstation can propagate through the line as starvation or blocking, reducing

insight into system-level efficiency losses [12]. These uses motivate a retrofit gateway that can

expose basic machine state without controller-level redesign.

Industrial deployment adds constraints beyond generic IoT scenarios. Sisinni et al. emphasize

communication stability, timing, and harsh electromagnetic conditions [13]. Within the

ISO/IEC 30141 reference architecture, the prototype occupies the role of a local IoT component

that combines transducer, data, and interface functions [14]. The gateway must therefore acquire

signals locally, preserve data through communication disturbance, and expose them through

interfaces that remain usable under those conditions.

2.1 Existing Solutions

Existing retrofit solutions are compared here along four criteria: acquisition flexibility, integration

burden, reuse potential, and typical fit. These criteria capture the practical boundary that

matters later in the thesis: whether brownfield telemetry is better served by controller-centric

modernization, narrow external sensing, or a limited-complexity custom gateway [6, 9].

Table 2.1 condenses the solution classes discussed in the literature against those criteria. The

relevant review literature describes recurring retrofit patterns and planning dimensions rather

than one universally accepted hierarchy [6, 10]. The table is therefore used as a comparison aid

rather than as a rigid taxonomy.
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Table 2.1. Comparison of retrofit solution classes against the criteria used in this thesis,

synthesized from the cited literature.

Solution class Acquisition flexibility Integration burden Reuse potential Typical fit

PLC-based

modernization

[6, 10]

High when controller

access and spare I/O

already exist

Moderate to high Limited across

mixed vendor

ecosystems

Machines with

accessible PLC logic

and acceptable change-

control conditions

Protocol-converter or

controller-interface

gateway [8, 10]

High for structured

machine protocols;

weak for raw electrical

signals

Moderate Moderate

when the same

interface class

recurs across

assets

Assets with reusable

serial, fieldbus, or

controller-level data

paths

External sensor node

or logger [9, 10]

Narrow and

measurement-specific

Low Limited once

signal classes or

backhaul needs

widen

Fast instrumentation of a

small number of states or

variables

Limited-complexity

custom embedded

gateway [8, 10]

High across mixed

sensing and backhaul

combinations

Moderate unless

scope expands

unchecked

High if the

architecture

remains

constrained

Heterogeneous

brownfield assets

without one reusable

standard interface

Table 2.1 marks the main boundary relevant to this thesis. PLC-based modernization and

protocol-converter gateways are strongest when a machine already exposes controller logic or

one reusable structured interface [8, 10]. When that access is absent, retrofit projects may instead

rely more heavily on machine-specific engineering or external electrical sensing [10, 11].

External sensor nodes and logging devices reduce machine intrusion [9], but that advantage

narrows once mixed signal classes, firmware reuse, and deployment-dependent backhaul must

be handled together [6, 10]. The literature therefore leaves a narrower middle ground for this

thesis: a bounded custom gateway that accepts some integration effort in exchange for reusable

direct acquisition across heterogeneous legacy assets [6, 8, 10].

That middle-ground option is most relevant when legacy equipment lacks one reusable

standardized interface and still requires machine-side electrical acquisition before higher-level

integration becomes practical [8]. The later design rationale and discussion therefore ask a

17



specific question: whether the added complexity stays low enough that the resulting reuse value

still justifies the architecture.

2.2 Scope and Limitations

References to OEE, predictive maintenance, and line-level observability motivate telemetry

extraction, but they are not later evaluation targets. Field examples are used as deployment

illustrations rather than as substitutes for the controlled laboratory evidence.
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3 Methodology

This chapter defines how the prototype was designed and how its claims are later judged. It

separates the engineering rationale from the implementation detail so that the reader can see

which constraints shaped the architecture, which trade-offs were accepted, and which results

later test those choices. Detailed hardware and firmware architecture are presented in Chapter 4.

The prototype was developed with an industrial project partner as a focused retrofit study

with prototype-level objectives. The partner provided the application scenarios and baseline

constraints, from which the author derived the hardware and firmware work packages for sensing,

communications, and runtime management. The author was responsible for the main firmware

implementation, functional test design, iterative electrical debugging, and the integration work

that brought the prototype to its evaluated state. The project partner supported prototype assembly

and other practical workshop tasks during early iterations. The project therefore combined device-

level hardware–software integration with explicit definition of the prototype boundary later

evaluated in the Results and Discussion chapters.

3.1 Development Process

The work proceeded in four phases. First, the project scope was decomposed into sensing,

communications, and runtime-management functions so that the hardware and firmware

responsibilities could be designed against the same requirement frame. Second, early firmware

bring-up was performed on the NuMaker-IoT-M487 development board [15] while preliminary

custom printed circuit boards were drafted and assembled. Third, custom prototypes were

iteratively refined through concurrent hardware debugging and firmware integration. Fourth, a

limited batch of functioning devices was used to establish laboratory validation routines and

collect the evidence reported in Chapter 5.

Parallel firmware development on the development board reduced the risk that hardware

fabrication delays would block evaluation of the core runtime and communications logic.

The same process allowed core logic and network communication behaviour to be tested on

the NuMaker-IoT-M487 before the custom hardware became available, while the first hand-

assembled prototypes exposed the electrical path to early empirical checks. KiCad3 was used

3 https://www.kicad.org/
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for schematic capture and printed circuit board layout throughout this process. Firmware was

compiled with the GNU Arm Embedded Toolchain (arm-none-eabi)4 and programmed

through a Nu-Link in-circuit programmer5. Once the first custom prototypes were assembled,

laboratory instrumentation was used to verify electrical behaviour, isolate integration faults, and

prepare the final measurement campaign.

3.2 Design Criteria and Trade-Offs

The design process prioritized bounded architectural complexity over feature count. Three

criteria dominated the engineering decisions. First, the sensing front end had to cover common

brownfield signal classes through one configurable architecture, even if that meant accepting

lower analog precision than a dedicated measurement design. Second, the processing platform

had to remain compact and low-power, which favoured a microcontroller platform over a Linux-

class system at the cost of more explicit firmware resource management. Third, communications

support had to improve deployment flexibility without allowing the networking subsystem to

dominate the overall hardware design.

This design space is consistent with the retrofit literature. Brownfield assets often combine

heterogeneous low-level signals with inconsistent controller access, which makes external

sensing and mixed-interface gateways more realistic than one protocol-specific path [6, 10, 11].

The same literature also shows that broader interface coverage increases integration effort and

architectural complexity [6, 8]. The shared sensor-port architecture was therefore chosen as a

bounded compromise: one reusable conditioned path for the signal classes most relevant to the

partner scope rather than separate dedicated front ends for each class.

These criteria led to four main trade-offs that structure the remainder of the thesis. Table 3.1

summarizes these decisions in the form later used by the implementation and results chapters.

4 https://developer.arm.com/downloads/-/gnu-rm
5 https://www.nuvoton.com/tool-and-software/debugger-and-programmer/1-to-1-debugger-and-programmer/nu-l

ink/
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Table 3.1. Primary design trade-offs adopted for the prototype.

Design concern Preferred direction Accepted cost Requirement link

Mixed-signal sensing One configurable input

path for voltage, ground-

referenced current-loop

receiver measurement, and

threshold-based digital

acquisition

Lower analog fidelity than

a dedicated measurement

front end

REQ-1, REQ-2

Processing platform Microcontroller-based

design

Tighter firmware resource

management than a Linux-

class platform

REQ-3, REQ-4,

REQ-5

Wireless integration Separate RF board for Wi-

Fi and LTE-M

UART bandwidth limits

and an extra board-to-board

interface

REQ-3, REQ-5

Serial ingestion One RS-232 interface

through the common

telemetry runtime with

software-handled protocol

behavior

Protocol behavior handled

in software rather than

dedicated conversion logic

REQ-6

Chapter 4 documents how those trade-offs were realised in hardware and firmware.

3.3 Evaluation Logic

The evaluation strategy follows the six-item requirement sequence introduced in Chapter 1 and

listed in Table 1.1. Implementation completeness is not treated as evidence of success; each

requirement is judged against direct measurements or observations using the outcome categories

defined in Chapter 1. For REQ-1 and REQ-2, the numerical limits follow the same partner-

provided guidelines introduced there rather than external certification thresholds. Compactness

and limited schematic complexity remain design constraints discussed through the design-

rationale and implementation chapters, not separately scored experimental outcomes. Chapter 5

therefore evaluates four evidence classes: sensor-port acquisition behaviour, communications

and power-path behaviour across the implemented modes, buffered recovery after network

interruption, and RS-232 communication through the common runtime. The broader literature
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framing from Chapters 1 and 2 explains why those requirements matter, but the later chapters

evaluate only the implemented prototype rather than benchmarking alternative solution classes

or downstream analytics directly. These decision rules later allow the Results and Discussion

chapters to distinguish demonstrated behaviour from bounded interpretation.
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4 Implementation

This chapter presents the implemented hardware and firmware architecture at the level needed

to interpret the later evaluation results. The discussion is therefore organised around the main

hardware and firmware subsystems rather than around the chronology of prototype fabrication.

4.1 Hardware Architecture

The hardware is organised around three functional parts: central control, power regulation,

and external interfacing. Component selection was guided primarily by printed circuit board

(PCB) area, production cost, and part availability. Accordingly, the discussion below focuses

on the hardware choices that most directly affect reusable sensor acquisition, communication

availability, and limited architectural complexity in the later evaluation chapters. Figure 4.1

gives a high-level view of these relationships.

Figure 4.1. High-level block diagram of the implemented hardware architecture.

4.1.1 Microcontroller: Nuvoton M487 SIDAE

Several microcontrollers were considered for the prototype. The main selection criteria were

the need for multiple UART interfaces, PWM channels, SPI for external memory, and I2C

for peripherals such as the battery-backed real-time clock. Because the device had to remain

compact, the controller also needed to avoid extra multiplexing and level-translation circuitry;

an integrated Ethernet media access controller (EMAC) was therefore preferred.
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The NuvotonM487 SIDAEmet these requirements and allowed the peripheral set to be connected

directly [16]. An MCU-based design was chosen over a Linux-capable processor to reduce

board area and bill of materials (BOM) cost, accepting the corresponding increase in firmware

complexity.

Additional connections to the MCU are reset signals to the network modules, PWM outputs for

the RGB LED, SPI for on-board flash memory and I2C for the always-on real-time clock (RTC).

Figure 4.2 shows the microcontroller and its immediate peripherals.

Figure 4.2. Schematic diagram of the main microcontroller and its immediate peripherals,

including the SPI flash memory and I2C real-time clock (RTC). For clarity, the decoupling

capacitor network has been omitted.

The wider signal routing around the MCU is shown in Figure 4.3. In this circuit, nodes X1

through X3 are assigned to the industrial sensor inputs, while X4 is reserved for the RS-232

service interface. This keeps the measurement paths separate from the service connection without

introducing another hardware partition.
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Figure 4.3. Schematic diagram of the main logic controller circuit indicating the external

connectivity nodes.

4.1.2 Power Distribution

The device operates from a 24 V, 2 A direct current (DC) supply. Internally, this input is divided

into two regulated 4 V rails with different roles. The primary rail supplies the logic and analog

measurement path and is further reduced to 3.3 V for the microcontroller and Wi-Fi subsystem.

The secondary rail is reserved for the LTE-M modem so that its short high-current bursts remain

separated from the rest of the system. The 24 V input is also routed directly to the sensor ports,

allowing connection to existing industrial installations without per-channel auxiliary converters.

This arrangement was chosen to keep the supply architecture compact while preventing the

cellular modem from dominating the electrical behaviour of the measurement and control path.

The trade-off is that direct distribution of the industrial supply reduces printed circuit board

(PCB) area and component count, but increases the need to control potential ground-loop effects

between inputs.

The primary logic and measurement rail, shown in Figure 4.4, utilizes a BD9G401EFJ-M buck

(step-down) switching regulator [17] with an integrated high-side MOSFET to efficiently convert

the external 24 V input down to the first 4 V rail.
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Figure 4.4. Schematic diagram of the power supply circuit for the MCU and Wi-Fi module.

The 24 V input first passes through a 2.2 Ω series resistor (R1), which limits capacitor inrush

current and, together with the local input capacitors (C1, C6), damps supply transients before the

buck-regulator stage. The regulator’s operating threshold is defined by an enable logic voltage

divider composed of R9 and R10. Power conversion is provided by the LX switching node

together with the 22 µH inductor (L1) and Schottky diode (D1). A 100 nF bootstrap capacitor

(C9) supplies the gate-drive voltage for the internal N-channel MOSFET. The 4 V output voltage

is set by the feedback network resistors R12, R13, and R14. For a buck regulator with resistive

feedback, the output voltage follows the general relation

Vout = Vref ×
Rtotal

Rground

(1)

where Vref is the internal feedback reference,Rtotal is the total resistance from the output node to

ground through the feedback divider, and Rground is the ground-side resistor. In the implemented

circuit, Rtotal = R12 +R13 +R14 and Rground = R12. Using the schematic values R12 = 30 k,

R13 = 120 k, and R14 = 2 k gives

Vout = 0.8 V× 30 k+ 120 k+ 2 k

30 k

= 0.8 V× 152 k

30 k

= 0.8 V× 5.067

≈ 4.05 V

(2)

The primary 4 V rail is then regulated to 3.3 V by an LD1117S33 low-dropout (LDO) regulator.

This combines the efficiency of the buck stage with the lower-noise output of a linear regulator,

which is useful for the microcontroller and analog measurement path. The LDO output is

stabilized by 1 µF (C10) and 4.7 µF (C11) decoupling capacitors, as shown in Figure 4.4.
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The secondary LTE-M rail, shown in Figure 4.5, uses the same BD9G401EFJ-M buck-regulator

topology and the same nominal feedback target of approximately 4.05 V through the R19–R21

network and the regulator’s internal 0.8 V reference [17].

Figure 4.5. Schematic diagram of the power supply circuit for the LTE-M module.

Both rails also include a small series resistor in the feedback divider (R14 in the primary supply

and R21 in the LTE-M supply), allowing minor output-voltage adjustment during prototyping

without replacing the high-value divider branch. Using the same regulator family on both rails

reduced design variety during prototyping, while the duplicated supply path accepted some extra

hardware in exchange for better isolation of modem load transients.

4.1.3 Industrial Sensor Ports and Input Conditioning

To interface with industrial analog and digital signals, each input channel features a dual-purpose

conditioning network capable of processing either 0 . . . 24 V voltage signals or 0 . . . 20 mA

current loops (see Figure 4.6). The front end was intentionally organized around shared pre-

isolation analog nodes at each input channel. Voltage mode scales the terminal voltage to that

node, while current mode converts loop current to a voltage at the same point through a shunt

resistor. Only after both signal classes have been reduced to this common domain are they

transferred across one isolated analog stage. This is the hardware expression of the bounded-

complexity trade-off from Chapter 3: one conditioned path for the common brownfield signal

classes rather than separate isolated front ends for each class. For voltage inputs, the signal is

scaled using a voltage divider (R2, R5, and R6). A Zener diode (D3) clamps the signal to protect

the primary operational amplifier (U3) from transient spikes. For current measurement, a 150 Ω

precision shunt resistor (R6) converts the loop current into a proportional voltage. The current

loop is sensed by a non-isolated, ground-referenced front end; thus, although the conditioned

signal is subsequently transferred across an isolation barrier, the input itself cannot operate as a
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floating series element in a conventional two-wire current loop. This tradeoff was accepted to

preserve the compact front-end and low integration complexity for the device.

Figure 4.6. Schematic diagram of the sensor input conditioning circuit.

That common analog node is transmitted across a galvanic isolation barrier using a Vishay IL300

linear optocoupler. The IL300 incorporates a bifurcated photodiode setup to linearize the LED’s

transfer characteristics and is specified for 0.01% servo linearity together with a temperature

drift of ±0.005%/◦C [18].

On the primary side, a feedback photodiode forms a closed servo loop with U3, forcing the

feedback current to match the input via R41. On the isolated secondary side, U15 acts as

a transimpedance amplifier (transforming current back to voltage), converting the isolated

photodiode photocurrent back to a voltage across R47. The transfer function is defined as:

VOUT = VIN_NODE ·
(
R47

R41

)
·K3 (3)

whereK3 is the IL300 optical transfer gain, which ranges from 0.765 to 1.181 for the selected

DEFG component bin [18]. This parameter applies only to the isolated optocoupler stage andmust

be distinguished from the full end-to-end attenuation ratio from the external sensor terminal to

the isolated output. With the implemented resistor ratioR47/R41 ≈ 0.628, a 24 V input produces

VIN_NODE ≈ 3.79 V and, for nominal K3 = 1, subsequently VOUT ≈ 2.38 V, corresponding to

an overall voltage-mode ratio of approximately 0.099. Similarly, a 20 mA current input yields

VIN_NODE = 3.00 V across the shunt, resulting in VOUT ≈ 1.88 V after isolation. Across the

stated K3 bin, the same 24 V input maps to approximately 1.82 . . . 2.81 V at the isolated output,

corresponding to an overall voltage-mode ratio of approximately 0.0758 . . . 0.1171.

Consequently, a 3.0 V ADC reference is required to preserve headroom for the widest supported

0 . . . 24Vvoltage-mode range, whereas the common operating cases of 0 . . . 10Vand 0 . . . 20mA

are nominally better matched to a 2.0 V reference because they use a larger fraction of the

available converter span.
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At the microcontroller boundary, these channels are connected to multifunction input pins that

can be configured either for analog sampling during analog telemetry or for timer-based edge

counting when used as digital pulse inputs. Using a representative 2.0 VADC reference for the

common-use calculations below, the ADC least significant bit (LSB) is

qADC =
Vref

212
=

2.0 V

4096
≈ 0.488 mV (4)

where Vref denotes the ADC reference voltage and qADC the voltage represented by one ADC

count. For the voltage-input path, the nominal end-to-end gain from the external terminal to the

isolated ADC node is

GV =
VADC

VIN

=
2.38 V

24 V
≈ 0.0992 (5)

For a representative 10 V analog input, the ADC-facing voltage becomes

VADC,10V = 10 V ·GV ≈ 10 V · 0.0992 ≈ 0.992 V (6)

which occupies approximately 49.6% of the available 2.0 V converter span. The corresponding

input-referred voltage resolution is

qV,in =
qADC
GV

=
0.488 mV

0.0992
≈ 4.9 mV (7)

For the 0 . . . 20mA current mode, the nominal transfer from input current toADC-facing voltage

is

GI =
VADC

IIN
=

1.88 V

20 mA
= 94 Ω (8)

so a 20mA input uses roughly 94%of the 2.0V converter span. The corresponding input-referred

current resolution is

qI,in =
qADC
GI

=
0.488 mV

94 Ω
≈ 5.2 µA (9)

or approximately 0.0052mA. This makes 2.0V the tighter nominal fit for the common 0 . . . 10V

and 0 . . . 20mAoperating cases, whereas 3.0V remains the safer choice when the wider 0 . . . 24V

acceptance range must be retained without risking saturation. Because the analog path is single-

supply and ground referenced, the lowest part of the measurable range is more sensitive to small

offsets and therefore still requires explicit near-zero handling in firmware.

4.2 Communication Hardware

The prototype provides three communication paths with different deployment roles: an RS-232

service interface, wired Ethernet for local network integration, and wireless Wi-Fi and LTE-M

links for installations where fixed backhaul is unavailable or impractical.
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4.2.1 RS-232 Service Interface

The RS-232 port is retained as a service and legacy-equipment interface without allowing

that compatibility path to impose a disproportionate hardware penalty on the rest of the board.

The MAX3225E transceiver was selected because it provides the required level shifting and

charge pumps without a separate bipolar supply or a more discrete conversion stage [19]. The

implemented link is limited to the basic asynchronous data path and therefore excludes separate

hardware flow-control lines. This preserves compatibility with older equipment while containing

the extra area, pin usage, and interface complexity that fuller RS-232 support would have

introduced.

4.2.2 Ethernet

The integrated EthernetMAC of the NuvotonM487 SIDAE is utilized for RJ45wired connections

[16]. This was chosen to keep wired networking available for local plant integration without

moving to a larger processing platform or a more complex communication daughterboard.

The remaining dedicated hardware is limited to a single external Ethernet PHY chip and the

necessary magnetics [20], which keeps the wired path comparatively compact while sacrificing

some modularity compared with a fully separate network interface board.

4.2.3 Wireless Networking: Wi-Fi and LTE-M

For wireless connectivity, the prototype uses a separate radio-frequency (RF) board carrying an

Espressif ESP32 Wi-Fi module and a Quectel BG77 LTE-M modem. At the controller boundary,

this board-to-board interface is intentionally limited to the UART links, reset lines, and modem-

control signals required by the implemented runtime. This partitioning keeps the RF-specific

routing, antenna connections, and modem-support circuitry off the main controller PCB, thereby

reducing the layout complexity of the logic board and making later wireless-module revisions

less disruptive to the rest of the hardware. The trade-off is that the architecture gains modularity

at the cost of an additional board-to-board interface and serial bandwidth constraints. Both

modules use external RF connectors, which allows antenna placement to be adapted to the final

enclosure. Separate pin headers are also provided for module programming and AT-command

configuration during development and service.

Comparatively, the BG77 integration required more support circuitry than the Wi-Fi path. In

addition to a reset connection, the modem requires a dedicated power-key control line, and its

1.8 V UART domain necessitates logic-level translation to the microcontroller’s 3.3 V interface.

For prototyping, the RF board includes a nano-SIM socket; for a more deployment-oriented
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industrial design, an embedded SIM would be preferable because it removes a mechanically

exposed removable component from the device.

4.3 Firmware Architecture

This subsection focuses on the firmware decisions that matter for later requirement interpretation:

how the runtime is organized around sensing and telemetry delivery, how configurable

sensor definitions are turned into measurements, how those measurements survive interrupted

connectivity, and how maintenance functions are kept separate from steady-state telemetry.

Within the MCU resource budget, the implementation is organized into platform drivers, shared

system services, and an application layer centered on sensing and telemetry delivery. The

firmware builds on Nuvoton’s M480-series board-support software for the M487 platform

family and on the FreeRTOS real-time operating system (RTOS) for scheduling and inter-task

communication [21, 22]. This layering keeps hardware adaptation local while preserving one

reusable firmware baseline across heterogeneous deployments.

4.3.1 Runtime Organisation

At runtime, the firmware is structured as a small set of long-lived tasks around three application-

layer controllers: the sensor runtime, sensor store, and sensor broker. As

shown in Figure 4.7, the application task owns the main telemetry workflow, while

bootstrap, network-management, and update-handling logic remain separate supporting

components. Tasks therefore define scheduling and ownership boundaries, whereas the

controllers encapsulate the main sensing, buffering, and publication logic within those task

contexts.
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Figure 4.7. Firmware runtime overview highlighting the main control and telemetry flow

between initialization, sensing, buffering, bearer selection, and remote maintenance

components.

The telemetry workflow is decoupled from network availability through staged buffering.

Measurements are first accumulated in RAM, migrated to flash-backed persistence when

submission is delayed, and replayed through the normal uplink workflow once connectivity

returns. Outbound sockets are bound to the highest-priority connected bearer, so failover occurs

implicitly when connectivity changes and a new socket is opened. FreeRTOS provides the

scheduling foundation for the runtime [22], while littlefs-based persistence, lwIP transport,

lwcell modem integration, Mbed TLS, and the vendor BSP provide the main storage, networking,

security, and platform services [21, 23–27]. A command-line interface remains available for

inspection and debugging.

32



4.3.2 Input Processing Pipeline

A single deployed firmware image can be adapted to different machines through remote

configuration instead of repeated machine-specific code changes. Each sensor is instantiated

from a compact descriptor that separates physical binding, local acquisition cadence, reporting

policy, and signal-conditioning behaviour.

Table 4.1. Main configuration groups used to instantiate one sensor at runtime.

Configuration concern Representative fields Runtime role

Identity and binding sensorId, runtimeClass,

inputPort

Selects the sensing logic and binds it to a physical

input

Acquisition cadence samplingPeriod Defines how often the runtime advances the

sensor; 0 ms selects the fastest available

acquisition mode for that class

Reporting policy reportPeriod Defines when accumulated measurements are

emitted; 0 ms suppresses idle samples and reports

only completed events

Conditioning inputPolarity,

smoothingFactor,

thresholdHigh,

thresholdLow

Applies smoothing and thresholding before

discrete state extraction or event detection

Temporal validation debounceInterval,

measurementFloor,

measurementCeiling

Rejects short transients and out-of-range event

durations before a measurement is reported

Composition parentPort,

compositionMethod

Relates one sensor to another when a reported

measurement depends on a parent-defined event

window

This descriptor model preserves reuse across different machines while allowing each configured

sensor to follow acquisition, reporting, conditioning, temporal validation, and optional

composition rules appropriate to its role. Table 4.1 summarizes the main configuration groups.

Architecturally, acquisition, measurement formation, and reporting remain separate. For event-

style measurements, a completed sample may be emitted before the nominal reporting boundary

when the event ends early, while an event that outlasts the configured period is subdivided at

that same boundary. When samplingPeriod is set to 0 ms, the runtime selects the fastest

acquisition mode available for that sensor class. Direct pin sensing is then polled as quickly as
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the software cycle permits, whereas encoder-oriented configurations use timer capture so that

higher-rate edge streams are accumulated in hardware before the application consumes them.

The near-10 kHz result reported in Chapter 5 uses this timer-capture path.

Beyond cadence selection, the same descriptor determines how sampled values become

reportable measurements. For low-rate sampled channels, the input processing pipeline applies

optional smoothing, hysteretic state extraction, temporal validation, and optional parent–child

composition. Encoder-oriented timer-capture modes bypass per-edge software filtering during

acquisition and deliver accumulated edge counts to the application runtime. Any configured

software filtering then acts on millisecond-scale measurements rather than on individual high-rate

edges. The notation below makes that processing order explicit. It uses a discrete-time signal

representation common in signal-processing literature [28]. The equations that follow define the

prototype’s runtime semantics for converting sampled inputs into reportable events. The goal,

introduced in Chapter 3, is to normalise heterogeneous field signals into a common telemetry

workflow rather than handle them through sensor-specific firmware branches. This reflects the

signal heterogeneity reported for retrofit sensing in existing plants [11].

For analog channels, the first stage is low-pass conditioning. Let x[n] denote the sampled input

sequence, x̂[n] its filtered estimate, and d[n] ∈ {0, 1} the derived discrete state at sample index

n. In the current implementation, the runtime may smooth the raw sequence by an exponential

moving average,

x̂[n] = αx[n] + (1− α)x̂[n− 1], 0 < α ≤ 1,

where α is configured through smoothingFactor. This acts as a low-pass stage before

thresholding or event extraction [28].

When an analog input must be reinterpreted as a binary state or pulse source, the filtered value

is converted by a hysteretic decision rule rather than a single crossover point. For the polarity

convention in which larger values correspond to the active state, and with thresholds satisfying

Tlo < Thi, the derived discrete state can be written as

d[n] =


1, x̂[n] ≥ Thi,

0, x̂[n] ≤ Tlo,

d[n− 1], Tlo < x̂[n] < Thi.

Retention within the deadband suppresses oscillation near the decision region and turns the

continuous-valued input signal into a discrete event source for counting, timing, or gate formation.
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The runtime then applies persistence and duration checks before a candidate transition or pulse

is accepted as a reportable event. Let τc denote the persistence duration of a candidate active

state. A prospective state change is accepted only when

τc ≥ Tmin,

where Tmin corresponds to the configured debounceInterval. For duration-based

measurements, the reported active interval τ may be accepted only within configured bounds,

Tfloor ≤ τ ≤ Tceil,

corresponding to measurementFloor and measurementCeiling parameters. The

runtime uses persistence and duration validation to reject impulse noise, undersized candidates,

and implausibly long activations before they enter the telemetry stream.

When one measurement is meaningful only relative to another, the runtime extends through

parent–child composition. In that mode, a parent sensor defines an accepted gate window

whose discrete sample indices are denoted by W = {k1, . . . , kNW
}, and linked child sensors

are sampled or accumulated only within that window. For example, a child analog channel can

contribute the gate-conditioned mean

S̄W =
1

NW

NW∑
i=1

S[ki]

over the parent’s active interval rather than over the full reporting period. This allows event-

relative quantities such as package length and mean height to be emitted as a synchronized

record while preserving the uniform descriptor model.

Figure 4.8 illustrates the processing chain in one package-detection example. The light-curtain

height signal forms the parent gate, the encoder pulses are accumulated only during the accepted

gate window, and the resulting package record is emitted only after the same hysteresis and

temporal guards have rejected the leading impulse and the trailing short candidate.
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Figure 4.8. Integrated signal-conditioning example showing one accepted package window

together with rejected candidates on the same processing timeline. The normalized light-curtain

height trace forms the parent gate for encoder-based material package length accumulation,

while hysteretic state extraction and temporal guards reject transient candidates before any

package record is emitted.

4.3.3 Persistent State, Updates, and Recovery

Persistence supports both configuration continuity and controlled firmware activation.

Configuration, revision data, logs, and ring-buffered sensor data are stored in SPI flash through

littlefs [23, 24]. PKI material and device credentials remain in MCU-integrated DataFlash [21].

Separately, the firmware binary follows a fixed linker-defined layout in which the update process

can read integrity and version metadata. This separation keeps device-specific state intact across

firmware replacement and lets delayed telemetry survive connectivity loss or power interruption

during deferred writes.

Remote maintenance remains separate from the input processing pipeline and reuses the broker

communication channel for configuration retrieval and a small set of maintenance actions. OTA

handling is staged across download, validation, and activation: the running application fetches

the candidate image in chunks, verifies the advertised integrity and module metadata, and then

hands activation to the boot sequence through a controlled restart. On the next boot, the updater

re-reads the image metadata, selects the relevant image class, and programs the target region. The

design supports staged download, pre-restart verification, and bootloader-mediated activation,

but not rollback or an A/B update scheme.
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The maintenance interface also exposes a small set of procedures such as network reconfiguration,

controlled restart, and storage management. Field diagnostics and fault containment are handled

through centralized syslog logging, a serial command-line interface, and watchdog supervision

that forces recovery if scheduler progress stalls.
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5 Results

This chapter evaluates the prototype against the requirement sequence introduced in Chapter 1

and the evaluation logic defined in Chapter 3. The section order follows the requirement sequence

in Table 1.1: Section 5.1 addresses REQ-1 and REQ-2, Section 5.2 addresses REQ-3, Section 5.3

addresses REQ-5, and Section 5.4 addresses REQ-4 together with the RS-232 communication

result for REQ-6. Throughout the chapter, directly demonstrated behaviour is kept separate from

partial support and from still untested capability.

Table 5.1. Requirement-status overview for the prototype evidence reported in this chapter.

Requirement Direct evidence Status Remaining limitation

REQ-1 Per-port analog calibration in voltage

and ground-referenced current-loop

receiver mode, plus representative

digital-threshold checks through the

shared path

met Near-zero handling still requires firmware

compensation, and firmware-side filtering

was not isolated in a dedicated laboratory

benchmark

REQ-2 Aggregate pulse counting at

approximately 10 kHz within the

same sensor-port architecture using

timer capture

met Aggregate counting was demonstrated, but

finer timing metrology was not part of this

evaluation

REQ-3 Comparative Ethernet, Wi-Fi, and LTE-

M transactions in the implemented

design

met The comparison reflects the implemented

runtime and UART-linked wireless paths

rather than inherent bearer performance

REQ-4 Buffered replay after controlled Ethernet

and Wi-Fi interruptions

met LTE-M recovery was observed qualitatively

in practical operation rather than in a separate

controlled interruption benchmark

REQ-5 Reported current draw on the exercised

rails and operating states remained

well below the available input supply

envelope

met In the LTE-M case, the primary rail follows

the RF-board-installed idle condition; the

result remains an operating-margin check

rather than full electrical qualification

REQ-6 Controlled laboratory tests with

commercial RS-232-to-USB controllers,

supported by representative machine-

side tests through the same runtime

met The exercised exchanges covered controller-

compatible serial formats rather than broad

serial-format variation
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Most controlled measurements used variants of the same laboratory setup. Figure 5.1 shows one

representative arrangement that exposed the isolation-stage test points used for signal injection

and observation.

Figure 5.1. Manual PCB evaluation setup with test point connections.

A UNI-T UTP33056 supply provided primary power and supported undervoltage testing. A

Siglent SDG1032X waveform generator7 generated test signals, an AXIOMETAX-C605 loop

calibrator8 provided 0 − 20 mA injection, and a Digilent Analog Discovery 29 captured the

resulting waveforms. These instruments were sufficient for the measurements reported below.

The following subsections provide the evidence behind the requirement-status interpretation

summarized in Table 5.1. Chapter 6 then interprets what those results imply for the central

architectural claim.

6 https://www.tme.eu/en/details/utp3305/multichannel-power-supplies/uni-t/
7 https://siglentna.com/product/sdg1032x/
8 https://www.tme.eu/en/details/ax-c605/calibrators/axiomet/
9 https://digilent.com/shop/analog-discovery-2-100ms-s-usb-oscilloscope-logic-analyzer-and-variable-power-sup

ply/
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5.1 Evaluation of the Analog Front-End

This subsection evaluates the configurable sensor ports through four checks: isolated analog

transfer, per-port calibration, digital-threshold boundary checks, and pulse counting at the 10 kHz

target. Table 5.2 summarizes the headline observations and their requirement-level interpretation.

The paragraphs below focus on what those checks mean for the intended operating range, the

remaining limits, and the distinction between direct support and boundary evidence.

Table 5.2. Summary of the sensor-port evidence used to interpret REQ-1 and REQ-2.

Check Strongest observation Interpretation

Isolated transfer A 10.06 Vpp, 1 kHz input

produced 0.852 Vpp after

isolation; the pulse case

preserved 10.00 kHz at the

output

Analog behaviour in the intended operating region

remained within the modeled transfer range, and the

same isolated input stage preserved pulse frequency

near the 10 kHz target

Per-port calibration Worst residuals stayed below

0.13% of full scale in voltage

mode and 0.18% in current mode

after per-port second-order fitting

The analog front end is predictable over the intended

range, but remaining port-to-port variation still justifies

per-port calibration

Digital-threshold

check

The inductive sensor produced

about 2.0 V on the isolated side

at nominal 24 V supply, but only

about 1.3 V at 16.4 V supply

The shared path remained usable in threshold-based

digital mode at the nominal operating point, while the

reduced-voltage case marks the lower supply boundary

for that mode in this setup

Pulse counting Across four 30 s windows, the

reported frequency stayed at

9991–9992 Hz

The same sensor-port architecture, using timer capture

in firmware, provides direct prototype evidence for

pulse counting at approximately 10 kHz, though not as

a calibrated frequency counter

Transfer behaviour

To characterize the isolated input path, nominal 10Vpeak-to-peak sine and pulse waveformswere

injected and measured across the galvanic isolation barrier with the mixed-signal oscilloscope.

Figure 5.2 compares representative 10 kHz oscilloscope captures for sinusoidal and pulse transfer

through the same isolated path. The 1 kHz sine result is the relevant low-frequency reference

for REQ-1 because it stays inside the intended analog operating region. Its measured attenuation

ratio was approximately 0.0846. For the IL300 stage, the modeled voltage-mode range is

0.0758 . . . 0.1171, with a nominal estimate near 0.099 for K3 = 1 [18]. The measured value
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therefore remains within the modeled range. The 10 kHz and 20 kHz sine captures mainly serve

as boundary observations: the additional attenuation is consistent with the expected roll-off

once the input path is driven beyond that low-frequency region. The pulse capture shows a

different limitation. The transferred waveform is visibly rounded, so the result supports aggregate

pulse counting rather than clean digital-level reproduction. Near zero, the isolated output still

corresponds to roughly 3.4 least significant bits for the microcontroller’s 12-bit ADC with a

3.0 V internal reference, which is why firmware-side zero handling remains necessary.

Figure 5.2. Representative 10 kHz oscilloscope captures of the isolated sensor path. Left:

sine-wave transfer in voltage mode. Right: pulse transfer through the same path. The pulse

response exhibits edge rounding, but the transferred frequency remains effectively unchanged.

Calibration overview

For the broader analog requirement, the SBX368 calibration dataset was evaluated separately in

voltage mode over 0.00 . . . 23.44 V and in current-loop mode over 0.00 . . . 20.00mA. Figure 5.3

compares the resulting per-port response curves. The curves show that a second-order model

is sufficient for all three ports in both modes. The remaining scatter is small relative to the

fitted trend, so the analog front end remains predictable over the intended operating range and a

low-order per-port conversion model is adequate.
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Figure 5.3. Per-port calibration overview for the analog input modes. Top: voltage-mode

calibration across 0.00 . . . 23.44 V. Bottom: current-loop calibration across 0.00 . . . 20.00 mA.

In both cases, the fitted second-order models closely follow the measured response on all three

ports.
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Residual linearity and port-to-port variation

Figure 5.4 shows the residual linearity after per-port calibration. The residuals remain small

and centered near zero over most of the operating range, which indicates limited systematic

deviation rather than unstable measurement noise.

Figure 5.4. Residual linearity after per-port calibration. Top: voltage-mode residuals, which

remain below 0.131% of full scale. Bottom: current-loop residuals, which remain below

0.177% of full scale.

Across a common ADC domain, the calibrated port models still showed a maximum spread of

0.709 V in voltage mode and 0.614 mA in current mode, with Port 2 remaining closest to the

mean response curve in both cases. The dominant remaining variation is therefore port-to-port

offset and gain mismatch rather than poor regression quality, which is why per-port calibration

is preferable to one shared conversion curve.
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Digital-input threshold check

A SICK IME12-08NPSZC0K PNP inductive proximity sensor10 was used to identify the supply-

voltage point at which the shared input path stopped exceeding the Nuvoton M487 digital-input

threshold. Under the nominal 24 V supply condition the transferred signal still crossed that

threshold, but at 16.35 V it did not. This indicates that threshold-based digital use of the shared

input path remains viable at the nominal operating point, while the lower supply boundary for

that mode is reached before the reduced-voltage case.

Pulse-counting results

To evaluate pulse-oriented acquisition at the digital requirement limit, a nominal 10 V pulse

waveform at 10 kHz was injected into the same isolated input stage and observed both on

the oscilloscope and in the timer-capture counter output. Figure 5.2 shows the corresponding

oscilloscope response. The oscilloscope trace exhibits edge rounding, so the relevant question is

whether that distortion materially affects counting at the requirement limit. Across four nominal

30 s reporting windows, the reported totals stayed close to the expected count. That corresponds

to a reporting-level deviation of approximately −0.09% · · · − 0.08%. This is sufficient as

prototype-level evidence that the same isolated input stage, together with timer capture in the

firmware runtime, can count pulses at approximately 10 kHz, although the coarse aggregate

reporting layer is not a calibrated frequency counter.

Requirement interpretation

Taken together, these checks support REQ-1 and REQ-2 in Table 1.1. REQ-1 depends on three

points: the transfer in the intended analog operating region stays within the modeled range, the

analog response remains predictable enough for per-port calibration, and the same input chain

can provide a threshold-crossing signal for threshold-based digital acquisition at the intended

operating point. Measured against the adequacy criteria defined in Chapter 1, the calibrated

results remain inside the adopted partner limits. The reported worst-case voltage residual of

0.131% of full scale corresponds to less than approximately±31mV over the tested voltage span,

and the reported current residual of 0.177% of full scale corresponds to less than approximately

±0.036 mA over the 0–20 mA range. The calibrated analog results therefore remain inside the

10 https://www.sick.com/media/pdf/1/11/511/dataSheet_IME12-08NPSZC0K_1040779_en.pdf
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adopted targets of ±50 mV over 0–10 V, ±120 mV over 0–24 V, and ±0.1 mA over 0–20 mA.

Its main caveat is the finite near-zero floor, which still requires explicit firmware handling.

REQ-2 is narrower. The prototype directly counted pulse-oriented inputs at approximately

10 kHz through the same sensor-port architecture using timer capture. This is sufficient to show

that the same sensor-port architecture and firmware runtime can preserve aggregate counts at

the adopted upper pulse target within the present thesis scope.

5.2 Evaluation of Networking

The main networking evaluation compared end-to-end uplink performance for the three

implemented interfaces: Ethernet, Wi-Fi, and LTE-M. The aim was to compare the application-

visible behaviour of the implemented gateway across those three supported backhaul paths rather

than to rank the underlying bearer standards in isolation.

Synchronous HTTP transaction duration was selected as the primary comparison metric

because it captures the application-visible time from telemetry submission to successful server

acknowledgement. The metric therefore reflects the implemented firmware path rather than

maximum raw throughput of the underlying bearer standards. Buffered recovery after interrupted

connectivity is evaluated separately in Section 5.4.

The benchmark transmitted HTTP requests to an external HTTP test endpoint with payload sizes

of 64, 512, 1024, and 4096 bytes. Each payload size was executed forN = 100 iterations on each

interface in a synchronous single-socket configuration. Reported values are mean end-to-end

HTTP request duration and the corresponding mean requests per second after interquartile-range

outlier removal.

Table 5.3. Summary of the end-to-end HTTP benchmark across the implemented bearers.

Bearer Mean duration range Mean request-rate

range

Interpretation

Ethernet approximately

0.51–0.78 s

approximately

1.28–1.96 s−1

Shortest application-visible transaction time

across all tested payload sizes in the

implemented design

LTE-M approximately

0.77–2.02 s

approximately

0.50–1.30 s−1

Slower than Ethernet but still sufficient for

the exercised telemetry load

Wi-Fi approximately

1.0–2.19 s

approximately

0.46–1.00 s−1

Slowest path in this implementation, but still

sufficient for the exercised telemetry load

45



Figure 5.5. End-to-end HTTP request

duration across the Ethernet, LTE-M, and

Wi-Fi interfaces.

Figure 5.6. Mean synchronous HTTP request

rate across the Ethernet, LTE-M, and Wi-Fi

interfaces.

Results and interpretation

Across all tested payload sizes, Table 5.3 and Figures 5.5 and 5.6 show the same ranking: Ethernet

remained fastest, LTE-M occupied the middle position, and Wi-Fi remained the slowest path.

Larger payloads increased end-to-end transaction duration and reduced the achievable request

rate on all three bearers.

The relevant architectural point follows one effect already established in Chapter 4: both wireless

paths exchange payload data with the host controller over 115200 bit/s UART links. That extra

host-to-module transfer limits bandwidth of both wireless paths compared to Ethernet in this

prototype. The benchmark therefore reflects end-to-end behaviour of the implemented gateway

rather than an intrinsic comparison of Ethernet, Wi-Fi, and LTE-M as technologies.

For REQ-3, the relevant conclusion concerns the implemented gateway architecture. In this

thesis, usable backhaul means sufficient application-visible latency and throughput for the

exercised reporting loads and later buffered replay, not maximized bearer throughput. Together

with Section 5.4, the measurements show that the implemented bearer set can sustain the

exercised telemetry load. During the interruption campaign, the submission workflow later

drained approximately 375 kB of buffered data in about 10 min after controlled interruption.

Ethernet gives the shortest application-visible transaction time in the present implementation.

5.3 Evaluation of Power-Path Current Draw

This subsection characterizes the input current drawn by the two internal power stages under

representative operating configurations. The device was supplied from laboratory equipment
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at 24.0 V, and current was measured separately at the inputs of the two internal power stages.

The two internal power stages are implemented with BD9G401EFJ-M buck regulators [17]. In

the prototype, the primary rail Va supplies the microcontroller and Wi-Fi subsystem, while the

secondary rail Vb supplies the LTE-M subsystem. For each scenario, the first reported value

denotes startup current, whereas the subsequent value or range denotes the post-startup operating

state. REQ-5 concerns compatibility with the available 24 V, 2 A input envelope, so the results

are interpreted as an operating-margin check for the exercised modes.

Table 5.4. Measured current draw at the inputs of the primary (Va) and secondary (Vb) internal

power stages under representative operating configurations.

Measured configuration Primary rail Va Secondary rail Vb

Baseline, no RF board 25.7 mA at startup; 25–27 mA

thereafter

8.65 mA passive draw

RF board installed, no

network interfaces enabled

27.5 mA at startup; 25–45 mA

thereafter

Approximately 8.65 mA passive

draw

Ethernet enabled, no RF

board

26.4 mA at startup; 27.6 mA with

link present; overall 25–28 mA

Approximately 8.65 mA passive

draw

Ethernet enabled, RF board

installed but wireless disabled

27.0 mA at startup; 28.0 mA with

link present; overall 28–50 mA

Approximately 8.65 mA passive

draw

Wi-Fi enabled 35.0 mA at startup; 31–47 mA

thereafter

Approximately 8.65 mA passive

draw

LTE-M enabled Same primary-rail condition as the

RF-board-installed, no Ethernet or

Wi-Fi case

25 mA at startup; 10–16 mA

when connected; approximately

23–26 mA during transmission

Wi-Fi and Ethernet enabled 47.4mA at startup; 37.0mA when

connected; overall 28–50 mA

Approximately 8.65 mA passive

draw

Results and requirement status

Table 5.4 shows a clear hierarchy in current demand. On the primary rail Va, the baseline and

Ethernet-only cases remain close to the 25–28 mA range, installing the RF board leaves startup

current near baseline but broadens the observed operating range, and Wi-Fi produces the largest

increase.
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On the secondary rail Vb, the LTE-M path shows a persistent passive draw of approximately

8.65 mA, rises to approximately 25 mA at startup, settles to 10–16 mA when connected, and

returns to approximately 23–26 mA during transmission. In the LTE-M-only case, the primary

rail therefore matches the same idle RF-board-installed condition listed earlier because the

modem load is supplied from Vb rather than Va. The main result is therefore structural: Ethernet

adds only a modest increase on the primary path, and Wi-Fi accounts for most of the variation

on Va. On Vb, the reported changes are those associated with LTE-M operation.

Across the reported operating states, the observed currents on the measured internal power-

stage inputs remain far below the available 24 V, 2 A supply envelope introduced for the

platform. Within the requirement sequence in Table 1.1, this subsection therefore meets REQ-5

for the measured operating states: the exercised modes remain electrically compatible with the

available input supply envelope without approaching its limit. The reported measurements focus

on representative operating states rather than cycle-accurate transient capture, whole-device

efficiency analysis, exhaustive coverage of every multi-interface combination, or separate per-

rail reporting in every case. They therefore establish operating margin for the exercised modes

rather than complete electrical qualification.

5.4 Evaluation of Reliability

This subsection evaluates buffered telemetry recovery after network interruption and reports

supplementary robustness observations from supply interruption and reboot checks. Table 5.5

summarizes the controlled validation evidence used for the recovery claim before the later

deployment illustrations are considered separately.
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Table 5.5. Core reliability evidence from controlled validation.

Check Strongest observation Limitation of current evidence

Network-interruption

recovery

Approximately 375 kB of buffered data,

corresponding to 19,924 samples, was

uploaded after interruption in about 10

minutes with no missing intervals in the

inspected dataset

Limited to the exercised Ethernet and Wi-

Fi interruption cases

RS-232 communication Controlled laboratory tests with

commercial RS-232-to-USB controllers

established duplex serial exchange

through the common telemetry runtime

The laboratory checks covered controller-

compatible exchanges rather than broader

serial-format variation

Undervoltage shutdown The complete system shut down cleanly

below approximately 11 V input, above

the regulator’s nominal 7.8 V lockout

threshold

Supplementary robustness observation

rather than a primary requirement result

Reboot observation After power restoration, the device

reinitialized peripherals, re-established

connectivity, and resumed operation

from stored configuration without manual

intervention

Observed qualitatively; restart latency and

persistence integrity were not quantified

Supplementary power-cycle observations

Power-interruption behaviour was examined by gradually reducing the primary supply from

the nominal 24 V. In laboratory testing, the complete microcontroller-based system shut down

cleanly when the input fell below approximately 11 V. Together with the reduced-supply input

observations in Section 5.1, this 11 V result marks the point below which the system turned off

cleanly rather than a usable operating limit. The result indicates deterministic loss of operation

under deep supply sag rather than an extended region of undefined runtime behaviour.

Recovery after power restoration was assessed through repeated reboot and power-cycling

observations. After the supply was restored, the device reinitialised its peripherals, re-established

network connectivity, and resumed operation using the previously stored configuration without

manual intervention. This behaviour is consistent with the firmware architecture described in

Chapter 4, in which startup, network management, and persistent configuration handling are
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separated into dedicated runtime components. The evidence remains qualitative because restart

latency and persistence integrity were not quantified.

Buffered telemetry recovery

Continuity of telemetry delivery during communication loss was examined in a week-long

collection and submission campaign that combined prolonged offline buffering with repeated

bearer interruption. The exercised cases included staggered Ethernet and Wi-Fi outages, cable

removal, access-point shutdown, and operation on one interface followed by reconfiguration to

another. Across these cases, the device continued local collection and eventually uploaded the

complete buffered backlog of approximately 375 kB, corresponding to 19,924 stored samples.

Traffic-log inspection showed an average submitted payload size of approximately 1.6 kB, a

total backlog-drain duration of about 10 minutes, and no missing measurement intervals in

the inspected dataset. These observations support continued collection and eventual backlog

recovery across the exercised Ethernet and Wi-Fi interruption cases.

Because the telemetry workflow described in Chapter 4 uses staged buffering above bearer

selection, the interruption campaign primarily probes the common persistence and replay

mechanism rather than bearer-specific recovery logic. The controlled interruptions were applied

on Ethernet and Wi-Fi. In practical LTE-M operation, transient signal-loss events were likewise

observed to resume through that persistence and replay workflow, although those cellular

interruptions were not reproduced in a separate controlled benchmark.

Controlled laboratory tests also exercised the RS-232 service port against commercial RS-232-

to-USB controllers. These checks established duplex serial communication through the common

telemetry runtime before the same path was tested on production line equipment. The exercised

exchanges remained controller-compatible and newline-delimited, so the result supports REQ-6

within that implemented software scope rather than broad serial-format qualification.

50



Deployment illustrations

Table 5.6. Deployment illustrations kept separate from the controlled validation evidence.

Illustration Strongest observation Role in the thesis argument

Production telemetry

campaign

Timestamped records of production yield

(m2) and piece counts from multiple

machines and configuration variants

were suitable for downstream OEE-style

analysis

Shows that the gateway can source

downstream production records under

machine conditions

Gate-conditioned

package-length

reporting

Across 62 reported packages, the largest

observed length deviation was 46 mm and

the mean absolute error was 16 mm

Shows that the configurable conditioning

path remained usable under field

disturbance in one deployment illustration

RS-232

communication

trial

Duplex serial communication was

exercised and newline-delimited integer

package-length values were forwarded

through the normal uplink path

Field illustration consistent with the

controlled laboratory result for the same

software-handled runtime path

Figure 5.7 shows one representative day from the broader industrial deployment campaign.

These deployments also provided a practical check that site-specific sampling, debounce, and

reporting settings were sufficient to isolate the relevant production-line events despite vibration,

material displacement, and optical-reflection effects.

Figure 5.7. Representative field telemetry from one industrial machine deployment, showing

production yield (m2) and piece counts.

A second deployment trial used one encoder channel together with one material-feed gating

signal to report package length on a production line. Figure 5.8 shows the resulting reporting

trace from the installation environment, including production interruptions and one marked
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cleaning interval. The corresponding error summary is given in Table 5.6. Across the 62 reported

packages, the largest observed length deviation was 46 mm and the mean absolute error was

16 mm. Relative to the smallest tested package length of 1.8 m, that largest observed deviation

corresponds to approximately 2.6% relative error. Most of the remaining spread was consistent

with physical sensing limits in the field setup and with variation in the packaged material. Likely

contributors in this case were package motion, belt vibration, optical reflections, and small

variations in package geometry.

Figure 5.8. Package-length reports from a production-line deployment.

The RS-232 path was also exercised on alternative machines of the same family. In one

representative case, duplex serial communication was established and newline-delimited integer

package-length values were parsed and submitted through the normal uplink path as array-packed

sensor payloads. This machine-side result is consistent with the controlled laboratory checks

and shows that the same RS-232 runtime path can be used on representative production data.

Requirement status

Within the requirement sequence in Table 1.1, Table 5.5 provides the controlled evidence for

REQ-4, which was met in the exercised Ethernet andWi-Fi interruption cases: buffered telemetry

delivery without missing intervals in the inspected dataset despite those interruptions. Together

with the networking benchmarks in Section 5.2, this shows that the implemented bearer set can

carry the reporting loads exercised here and that interrupted submissions can later be replayed

from persistent storage. The controlled interruption campaign covered Ethernet and Wi-Fi

directly, while transient LTE-M signal-loss recovery was observed qualitatively in practical

operation through that replay workflow. The supply-interruption and reboot observations remain

supplementary robustness checks rather than primary requirement results. Table 5.6 adds

deployment context for the sensing architecture and uplink runtime together with a machine-side
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RS-232 illustration consistent with the laboratory result. Taken together, the laboratory and

machine-side checks show that the serial interface can be integrated into the telemetry runtime

with software-handled protocol behavior for the exercised controller-compatible exchanges.
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6 Discussion

The requirement results support the central architectural claim: onemicrocontroller-scale gateway

can cover several common machine-side signal and backhaul cases without requiring controller-

level integration on each asset. That matters most for brownfield reuse, where deployment effort

and integration complexity often determine whether retrofit data acquisition remains practical

[6].

The sensor-path results show the cost of reusing one hybrid input architecture. The same

configurable input architecture supported calibrated voltage measurement, ground-referenced

current-loop receiver measurement, threshold-based digital-input acquisition, and aggregate

pulse counting near 10 kHz. The remaining need for per-port calibration and explicit near-zero

handling follows from reusing one hybrid input path across several industrial signal classes and

from keeping the analog front end single-supply and ground referenced. The evidence supports

practical telemetry and counting within the adopted partner limits, but not instrumentation-grade

analog metrology or fine timing measurement at the digital limit.

The communications and recovery results reflect a similar trade-off. Ethernet remained fastest in

the implemented design, whileWi-Fi and LTE-M still left adequate margin for the reporting loads

exercised here. The more important result is not a generic bearer ranking, but the fact that the

same configuration-driven runtime could continue local collection and later replay delayed data

without bearer-specific recovery logic. Controlled interruption evidence covered Ethernet and

Wi-Fi directly, and observed LTE-M signal-loss events were consistent with that replay pattern

rather than a separate cellular-specific recovery mechanism. That interpretation is consistent

with industrial IoT literature, which places local buffering, interface availability, and recovery

behaviour alongside raw link performance in practical deployments [6, 13].

The field deployments strengthen the practical credibility of the thesis, but they remain secondary

to the controlled laboratory evidence. They show that the gateway can emit timestamped

production records, support gate-conditioned digital-input reporting, and use on-machine data

through the same RS-232 runtime path. Those observations are sufficient for the architectural

claim developed here. They do not replace broader qualification across heterogeneous industrial

environments.

The deployments also clarified where the remaining integration effort sits. Reusing the same

hardware did not remove installation-specific tuning: debounce windows, sampling rules,
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reporting thresholds, and serial parsing still had to be adapted to the machine and signal context.

That is an acceptable cost within the chosen architecture because those adaptations remained

in configuration and firmware logic rather than in redesigned sensing hardware. The practical

contribution is therefore not a zero-effort retrofit device, but a reusable gateway whose remaining

per-machine work is mostly software-tunable.

These limits do not overturn the requirement outcomes. They define the maturity claim: the

prototype covers the demonstrated retrofit telemetry scope, with the remaining work concentrated

in quantified margin characterization and extension of the interfaces sampled here.
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7 Conclusion

Within the evaluated scope, the thesis supports a positive but bounded answer to the research

question. Amicrocontroller-based telemetry prototype can provide reusable multi-bearer retrofit

telemetry without per-machine hardware redesign when the architecture remains constrained to

the demonstrated sensing, backhaul, and recovery scope. The evaluated prototype is built around

hybrid industrial inputs, a configurable sensor runtime, persistent buffering, and a software-

handled RS-232 path. Its contribution lies in making those architectural trade-offs explicit and

judging them against the requirement sequence.

Across the requirement sequence, the evidence reported in the thesis met REQ-1 through REQ-

6 within the stated prototype scope. REQ-4 was met in the exercised Ethernet and Wi-Fi

interruption cases through buffered replay, while LTE-M recovery was observed qualitatively in

practical operation. REQ-5 was met for the measured operating states as an operating-margin

check rather than as full electrical qualification. Analog acquisition met the partner limits after

per-port calibration, threshold-based digital input remained viable at the nominal operating point,

and aggregate pulse counting was demonstrated near 10 kHz through the same shared input path.

All three bearers supported the reporting loads exercised in the thesis. Ethernet remained fastest,

and a week-long buffered dataset of approximately 375 kB was replayed in about 10 min after

controlled interruption. LTE-M observations were consistent with that replay pattern. Machine-

side tests confirmed the RS-232 path for the implemented controller-compatible exchanges.

Overall, the evidence supports the selected architecture for the retrofit use case addressed here:

hybrid industrial inputs, versatile sensor firmware, and bounded implementation complexity

instead of either machine-specific sensor add-ons or a heavier general-purpose platform. Field

deployments add practical context, but the thesis rests primarily on the controlled analog, pulse-

counting, networking, replay, and RS-232 results.

7.1 Future Work

Future work follows directly from the remaining validation gaps.

1. Sensor-path characterization. The main sensing gap is quantitative margin

characterization. The next step is a fuller analog error budget across supply variation,

temperature, and port-to-port spread, together with stricter timing metrology at the

approximate 10 kHz pulse limit. Those measurements would narrow the remaining
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uncertainty around REQ-1 and REQ-2 without changing the present conclusion that

practical analog telemetry and aggregate pulse counting were demonstrated.

2. Interface qualification. The implemented RS-232 path can next be extended to additional

serial formats, framing conditions, flow-control, and error cases beyond the controller-

compatible exchanges exercised here. Electrical characterization should likewise move

beyond operating-margin checks toward broader qualification of supply transients, reboot

latency, persistence integrity, and combined-interface operating states.

3. Physical-design hardening. Supply-path optimization remains a separate hardware task.

The most direct next steps are reduction of the persistent passive draw on the LTE-M

rail, tighter characterization of startup and transmission transients, and refinement of the

power architecture where those changes simplify the deployed hardware while improving

electrical robustness. Once the cellular communication transient requirements are better

quantified, the power architecture could be redesigned to support a single internal power

stage rather than two separate regulators.

4. Deployment-oriented extensions. A fourth line of work is to strengthen the gateway

as a reusable retrofit platform rather than as a single prototype instance. That includes

additional bearer options and broader field validation across machines with different

sensing noise, timing, and protocol conditions. These steps follow directly from the

current prototype evidence and from the deployment constraints reported for brownfield

industrial telemetry [6, 13].

57



References

[1] Zhong R. Y., Xu X., Klotz E., and Newman S. T. Intelligent Manufacturing in the Context

of Industry 4.0: A Review. Engineering 3.5 (2017), pp. 616–630. DOI: 10.1016/J.ENG.20

17.05.015. https://www.sciencedirect.com/science/article/pii/S2095809917307130.

[2] Oks S. J., Jalowski M., Lechner M., Mirschberger S., Merklein M., Vogel-Heuser B.,

and Möslein K. M. Cyber-Physical Systems in the Context of Industry 4.0: A Review,

Categorization and Outlook. Information Systems Frontiers 26.5 (2024), pp. 1731–1772.

DOI: 10.1007/s10796-022-10252-x.

[3] Ng Corrales L. d. C., Lambán M. P., Hernandez Korner M. E., and Royo J. Overall

Equipment Effectiveness: Systematic Literature Review and Overview of Different

Approaches. Applied Sciences 10.18 (2020), p. 6469. DOI: 10 .3390 /app10186469.

https://doi.org/10.3390/app10186469.

[4] Susto G. A., Schirru A., Pampuri S., McLoone S., and Beghi A. Machine Learning for

Predictive Maintenance: AMultiple Classifier Approach. IEEE Transactions on Industrial

Informatics 11.3 (2015), pp. 812–820. DOI: 10.1109/TII.2014.2349359. https://doi.org/1

0.1109/TII.2014.2349359.

[5] Trunzer E., Lötzerich S., and Vogel-Heuser B. Concept and Implementation of a Software

Architecture for Unifying Data Transfer in Automated Production Systems. IMPROVE -

Innovative Modelling Approaches for Production Systems to Raise Validatable Efficiency:

Intelligent Methods for the Factory of the Future. Ed. by Niggemann O. and Schüller P.

Berlin, Heidelberg: Springer Berlin Heidelberg, 2018, pp. 1–17. DOI: 10.1007/978-3-662-

57805-6_1. https://doi.org/10.1007/978-3-662-57805-6_1.

[6] Tantscher D. and Mayer B. Digital retrofitting of legacy machines: A holistic procedure

model for industrial companies. CIRP Journal of Manufacturing Science and Technology

36 (2022), pp. 35–44. DOI: 10.1016/j.cirpj.2021.10.011. https://doi.org/10.1016/j.cirpj.2

021.10.011.

[7] Müller J. M., Kiel D., and Voigt K. I.What Drives the Implementation of Industry 4.0? The

Role of Opportunities and Challenges in the Context of Sustainability. Sustainability 10.1

(2018), p. 247. DOI: 10.3390/su10010247. https://www.mdpi.com/2071-1050/10/1/247.

[8] Holmes N., Katavich L., and Xu X. Retrofitting legacy systems for Industry 4.0 via

OPC UA and distributed control. Manufacturing Letters 44 (2025). 53rd SME North

American Manufacturing Research Conference (NAMRC 53), pp. 1337–1348. DOI:

58

https://doi.org/10.1016/J.ENG.2017.05.015
https://doi.org/10.1016/J.ENG.2017.05.015
https://www.sciencedirect.com/science/article/pii/S2095809917307130
https://doi.org/10.1007/s10796-022-10252-x
https://doi.org/10.3390/app10186469
https://doi.org/10.3390/app10186469
https://doi.org/10.3390/app10186469
https://doi.org/10.1109/TII.2014.2349359
https://doi.org/10.1109/TII.2014.2349359
https://doi.org/10.1109/TII.2014.2349359
https://doi.org/10.1007/978-3-662-57805-6_1
https://doi.org/10.1007/978-3-662-57805-6_1
https://doi.org/10.1007/978-3-662-57805-6_1
https://doi.org/10.1016/j.cirpj.2021.10.011
https://doi.org/10.1016/j.cirpj.2021.10.011
https://doi.org/10.1016/j.cirpj.2021.10.011
https://doi.org/10.3390/su10010247
https://www.mdpi.com/2071-1050/10/1/247
https://doi.org/https://doi.org/10.1016/j.mfglet.2025.06.153
https://doi.org/https://doi.org/10.1016/j.mfglet.2025.06.153


https://doi.org/10.1016/j.mfglet.2025.06.153. https://www.sciencedirect.com/science/arti

cle/pii/S2213846325001865.

[9] Etz D., Brantner H., and KastnerW. Smart Manufacturing Retrofit for Brownfield Systems.

Procedia Manufacturing 42 (2020), pp. 327–332. DOI: 10.1016/j.promfg.2020.02.085.

https://doi.org/10.1016/j.promfg.2020.02.085.

[10] Alqoud A., Schaefer D., and Milisavljevic-Syed J. Industry 4.0: A Review of Digital

Retrofitting Solutions for Legacy Manufacturing Systems. Advances in Manufacturing

Technology XXXV. Advances in Transdisciplinary Engineering. IOS Press, 2022. DOI:

10.3233/ATDE220557. https://doi.org/10.3233/ATDE220557.

[11] Bakir D., Bakir R., and Engels F. Industry_Integrator as Retrofit Solution for Digital

Manufacturing Methods in Existing Industrial Plants. Procedia Manufacturing 17 (2018),

pp. 1009–1014. DOI: 10.1016/j.promfg.2018.10.086. https://doi.org/10.1016/j.promfg.20

18.10.086.

[12] Gershwin S. B. Manufacturing Systems Engineering. Prentice Hall International Series in

Industrial and Systems Engineering. Englewood Cliffs, NJ: PTR Prentice Hall, 1994.

[13] Sisinni E., SaifullahA., Han S., Jennehag U., and Gidlund M. Industrial Internet of Things:

Challenges, Opportunities, and Directions. IEEE Transactions on Industrial Informatics

14.11 (2018), pp. 4724–4734. DOI: 10.1109/TII.2018.2852491.

[14] International Organization for Standardization and International Electrotechnical

Commission. ISO/IEC 30141:2024 Internet of Things (IoT) – Reference Architecture.

Second edition. 2024.

[15] Nuvoton Technology Corporation. NuMaker-IoT-M487 Development Board. https://ww

w.nuvoton.com/products/iot-solution/iot-platform/numaker-iot-m487/ (03/14/2026).

[16] Nuvoton Technology Corporation. M487 Ethernet Series. Product family page for Arm

Cortex-M4 M487 Ethernet series microcontrollers. 2026. https://www.nuvoton.com/pro

ducts/microcontrollers/arm-cortex-m4-mcus/m487-ethernet-series (05/20/2026).

[17] ROHM Semiconductor. BD9G401EFJ-M: 42V, 3.5A, 300kHz Step-Down Switching

Regulator Datasheet. https://fscdn.rohm.com/en/products/databook/datasheet/ic/power/s

witching_regulator/bd9g401efj-m-e.pdf (03/14/2026).

[18] Vishay Semiconductors. IL300: Linear Optocoupler Datasheet. https://www.vishay.com

/docs/83622/il300.pdf (03/14/2026).

59

https://doi.org/https://doi.org/10.1016/j.mfglet.2025.06.153
https://doi.org/https://doi.org/10.1016/j.mfglet.2025.06.153
https://doi.org/https://doi.org/10.1016/j.mfglet.2025.06.153
https://www.sciencedirect.com/science/article/pii/S2213846325001865
https://www.sciencedirect.com/science/article/pii/S2213846325001865
https://doi.org/10.1016/j.promfg.2020.02.085
https://doi.org/10.1016/j.promfg.2020.02.085
https://doi.org/10.1016/j.promfg.2020.02.085
https://doi.org/10.3233/ATDE220557
https://doi.org/10.3233/ATDE220557
https://doi.org/10.3233/ATDE220557
https://doi.org/10.1016/j.promfg.2018.10.086
https://doi.org/10.1016/j.promfg.2018.10.086
https://doi.org/10.1016/j.promfg.2018.10.086
https://doi.org/10.1109/TII.2018.2852491
https://www.nuvoton.com/products/iot-solution/iot-platform/numaker-iot-m487/
https://www.nuvoton.com/products/iot-solution/iot-platform/numaker-iot-m487/
https://www.nuvoton.com/products/microcontrollers/arm-cortex-m4-mcus/m487-ethernet-series
https://www.nuvoton.com/products/microcontrollers/arm-cortex-m4-mcus/m487-ethernet-series
https://fscdn.rohm.com/en/products/databook/datasheet/ic/power/switching_regulator/bd9g401efj-m-e.pdf
https://fscdn.rohm.com/en/products/databook/datasheet/ic/power/switching_regulator/bd9g401efj-m-e.pdf
https://www.vishay.com/docs/83622/il300.pdf
https://www.vishay.com/docs/83622/il300.pdf


[19] Analog Devices, Inc. MAX3225E: RS-232 Transceiver Product Page. Product page for

the MAX3225E RS-232 transceiver family with AutoShutdown Plus. 2026. https://www

.analog.com/en/products/max3225e.html (05/20/2026).

[20] IC Plus Corp. IP101G / IP101GR: Single Port 10/100 Fast Ethernet Transceiver Datasheet.

https://www.bdtic.com/DataSheet/ICplus/IP101G_DS_R01_20121224.pdf (03/14/2026).

[21] OpenNuvoton. M480BSP: BSP for M480 Series MCU. https://github.com/OpenNuvoto

n/M480BSP (03/28/2026).

[22] FreeRTOS Project. FreeRTOS. https://github.com/FreeRTOS/FreeRTOS (03/28/2026).

[23] littlefs project. littlefs. https://github.com/littlefs-project/littlefs (03/28/2026).

[24] Niesen T. littlefs-ringbuffer. https://github.com/tniessen/littlefs-ringbuffer (03/28/2026).

[25] lwIP Project. lwIP - A Lightweight TCP/IP stack. https : / /www.nongnu . org / lwip/

(03/28/2026).

[26] Majerle T. LwCELL. https://github.com/MaJerle/lwcell (03/28/2026).

[27] Mbed TLS Project. Mbed TLS. https://github.com/Mbed-TLS/mbedtls (03/28/2026).

[28] Gazi O. Understanding Digital Signal Processing. Singapore: Springer Singapore, 2018.

DOI: 10.1007/978-981-10-4962-0. https://doi.org/10.1007/978-981-10-4962-0.

60

https://www.analog.com/en/products/max3225e.html
https://www.analog.com/en/products/max3225e.html
https://www.bdtic.com/DataSheet/ICplus/IP101G_DS_R01_20121224.pdf
https://github.com/OpenNuvoton/M480BSP
https://github.com/OpenNuvoton/M480BSP
https://github.com/FreeRTOS/FreeRTOS
https://github.com/littlefs-project/littlefs
https://github.com/tniessen/littlefs-ringbuffer
https://www.nongnu.org/lwip/
https://github.com/MaJerle/lwcell
https://github.com/Mbed-TLS/mbedtls
https://doi.org/10.1007/978-981-10-4962-0
https://doi.org/10.1007/978-981-10-4962-0


Appendices

This appendix section collects supplementary reference material cited from the implementation

chapter. It supports interpretation of the runtime design but is not part of the core validation

evidence.

Appendix A. Firmware Payload Structure Summary

This appendix summarizes the firmware payload structures discussed in the firmware architecture

section at an abstract schema level rather than as concrete serialized examples.

Remote sensor configuration

The remote configuration payload is represented as an ordered array of sensor-descriptor records.

Each descriptor carries four groups of information: a logical sensor identifier, a runtime class,

a physical interface binding, and a parameter set governing local acquisition and reporting

behavior. In abstract form, one descriptor may therefore be written as

dj = (idj, cj, bj, θj),

where idj is the logical sensor identifier, cj is the sensor class, bj is the bound input interface or

port, and θj is the configuration parameter tuple. The full configuration object is then an ordered

collection D = [d1, d2, . . . , dM ] of such descriptors.

Device-status message

The device-status payload is a compact metadata record describing the runtime state of the

gateway rather than individual sensor observations. Its principal fields are a session or device

identifier, firmware revision metadata, a wall-clock timestamp, an uptime counter, and an array

of bearer-status records. Each bearer-status record summarizes one communication interface by

reporting its logical interface name, implementation class, connection state, and any interface-

specific health indicators relevant to that bearer.

Sensor-batch message

The sensor-batch payload groups observations by logical sensor identifier and encodes each

group as an array-structured time series. For scalar measurements, each series element is a

timestamp-value pair (ti, vi). For composed or gated measurements, the same timestamped

sample may instead contain multiple coordinated y-values, represented as a short fixed-width

vector vi that contains the parent measurement together with associated child-sensor results
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captured within the same accepted interval. At the schema level, one batched sensor record can

therefore be written as

rj = (idj, [(t1, y1), (t2, y2), . . . , (tNj
, yNj

)]),

where yi ∈ R for scalar channels and yi ∈ Rk for fixed-width composite channels, so one

timestamped entry may encode either a single ordinate or a vector of related measurement

ordinates. The full telemetry payload is then a collection R = [r1, r2, . . . , rP ] transmitted

together with device-level metadata required for backend correlation.
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